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Abstract

Accurate 3D object detection is critical for autonomous
driving, yet robustness to adversarial attacks — such as
LiDAR spoofing — remains underexplored. While recent
LiDAR-based detectors leverage temporal context to im-
prove performance, they are only evaluated under benign
conditions. In this work, we introduce ATLAS (Adversar-
ial Temporal LiDAR Attack Suite), a large-scale, physically
grounded benchmark for evaluating spoofing attacks on
temporal detectors. ATLAS simulates realistic sensor-level
attacks by injecting structured adversarial point clouds into
multi-frame sequences. Our results reveal a counterintu-
itive trend: temporal models are consistently more vulner-
able than single-frame baselines, with attack success rates
increasing with memory length. We further observe system-
atic overconfidence on spoofed objects, indicating a fail-
ure to distinguish corrupted history from reliable inputs.
Together, these findings show that temporal aggregation —
when built on the assumption of clean observations — be-
comes a liability under adversarial perturbations, motivat-
ing the need for uncertainty-aware temporal perception.

1. Introduction

Accurate 3D object detection is fundamental to reliable au-
tonomous driving, requiring high precision and real-time
performance in complex, dynamic environments. LiDAR
sensors have become a cornerstone of modern perception
systems due to their robustness to lighting variation and
their ability to provide precise geometric and depth infor-
mation beyond what RGB imagery alone can offer. As
autonomous vehicles transition from controlled testing to
large-scale real-world deployment, however, it becomes in-
creasingly important to consider not only performance un-
der benign conditions, but also robustness to anomalous and
adversarial inputs. Among these, LiDAR spoofing attacks
[11, 22] are particularly concerning: an external adversary
can inject carefully crafted laser signals into the sensor, cre-
ating phantom objects without access to model internals,
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making such attacks feasible and increasingly realizable in
real-world settings.

Despite this emerging threat, the development of
LiDAR-based object detectors has largely been driven by
performance on clean, curated datasets. Early approaches
focused on single-frame detection [18, 30, 33, 34], pro-
cessing each point cloud independently. More recently,
temporal methods [2, 13, 36] have extended this paradigm
by incorporating multi-frame context, aggregating informa-
tion across time through feature fusion, proposal tracking,
or memory mechanisms. These approaches consistently
achieve state-of-the-art performance on standard bench-
marks, demonstrating the benefits of temporal reasoning in
improving detection accuracy and stability. However, both
single-frame and multi-frame methods are predominantly
evaluated under benign conditions, where observations are
assumed to be accurate and free of adversarial corruption.

In this work, we argue that this assumption is fundamen-
tally limiting. Existing temporal detectors are designed to
exploit temporal consistency, but lack the ability to verify
it. They treat both current observations and historical pre-
dictions as equally reliable, reusing memory without mod-
eling uncertainty or detecting anomalies. While this de-
sign is effective under clean settings, it becomes fragile
when the input stream is corrupted: errors can persist in
memory, propagate across timesteps, and even be ampli-
fied through temporal aggregation. To systematically study
this phenomenon, we introduce ATLAS (Adversarial Tem-
poral LiDAR Attack Suite), the first large-scale, physically
grounded benchmark for adversarial LIDAR spoofing built
on the Waymo Open Dataset [26]. ATLAS simulates re-
alistic sensor-level attacks by injecting structured adversar-
ial point clouds into multi-frame sequences, enabling con-
trolled evaluation of temporal detectors under distribution
shift. Through extensive experiments, we show that tempo-
ral aggregation is not inherently more robust — in fact, mod-
els with longer memory are consistently more susceptible
to spoofing, often underperforming single-frame baselines.
We further find that these models exhibit systematic over-
confidence on spoofed objects and fail to distinguish cor-



rupted history from reliable signals. Together, our results

reveal a fundamental limitation of existing multi-frame per-

ception systems: memory, when unverified, acts as an am-
plifier of errors rather than a safeguard.

Our contributions are summarized as follows:

1. We introduce ATLAS, the first large-scale, physically
grounded benchmark for adversarial LiDAR spoofing,
enabling systematic evaluation of temporal object detec-
tors under realistic multi-frame attacks.

2. We conduct a comprehensive empirical study of state-
of-the-art temporal LiDAR detectors, showing that in-
creased temporal context consistently leads to higher
vulnerability and can degrade performance below single-
frame baselines.

3. We identify key failure modes — overconfidence on ad-
versarial inputs and error amplification through mem-
ory — and highlight the need for uncertainty-aware and
reliability-driven temporal fusion mechanisms.

2. Related Work

Figure 1. State-of-the-art temporal LiDAR detectors follow a
two-stage pipeline. Proposals are first generated for the current
frame via a region proposal network (RPN). These proposals query
a memory module to retrieve temporal context, which is then used
by a proposal merging and refinement (PMR) module to produce
final detections for downstream use.

LiDAR Object Detectors. Most LiDAR object detectors
operate in the single-frame setting, processing each point
cloud independently across timesteps in a single forward
pass [8, 19, 24, 30, 31, 33, 34, 35, 37, 38]. While effec-
tive, this design ignores the rich temporal structure present
in driving scenarios. To address this limitation, multi-frame
methods incorporate temporal context by aggregating in-
formation across time. Early temporal approaches adopt a
single-stage design, aligning and fusing point clouds from
consecutive frames to construct denser input representations
[14, 31, 32]. However, these methods require accumulating
multiple frames before inference, introducing substantial la-
tency that limits their applicability in real-time systems. To
mitigate this issue, recent work has shifted toward two-stage
temporal architectures [2, 7, 9, 12, 13], highlighted in Fig-
ure 1. In these methods, a lightweight single-stage detector
is used as a region proposal network (RPN) to first generate
proposals from the current frame, which are then refined us-
ing features or predictions retrieved from past frames. This
streaming formulation [36] enables immediate per-frame
processing while maintaining a memory bank of histori-
cal context, striking a practical balance between latency and

performance. Despite their strong performance on standard
benchmarks [3, 26], the robustness of these temporal detec-
tors remains poorly understood. In particular, their reliance
on memory introduces new failure modes: errors in past
predictions may propagate over time, and adversarial per-
turbations may accumulate or interact with stored history in
nontrivial ways. How these memory mechanisms behave
under adversarial conditions remains largely unexplored.
Physical LiDAR Spoofing. A growing body of work has
established that LiDAR sensors are vulnerable to physical
signal injection attacks that can fabricate phantom objects
or suppress legitimate returns [15, 21, 25]. Early work by
Sun et al. [25] demonstrated the feasibility of such attacks,
showing that a custom spoofing device could inject up to
140 geometrically structured points and successfully mis-
lead single-frame object detectors. Subsequent efforts have
substantially advanced the capability, scale, and practical-
ity of these attacks. PLA-LiDAR [15] scales injection to
up to 4200 points, successfully inducing false detections in
51-98% of cases on widely used models such as PointPil-
lars [18] and SECOND [30]. More recently, PhantomLidar
[16] further increases realism and flexibility by injecting up
to 16,000 points via electromagnetic interference, removing
the need for precise knowledge of the target sensor’s scan-
ning pattern. Sato et al. [23] demonstrate the real-world
implications of these attacks, showing that as few as 1,000
points arranged as a planar wall can trigger emergency brak-
ing in a full autonomous driving stack.

Notably, these works have kept pace with advances on
the hardware attack surface, incorporating increasingly so-
phisticated injection mechanisms and relaxing attacker as-
sumptions. However, their evaluation protocols remain
largely anchored to early-generation, single-frame LiDAR
object detectors [1, 5, 17, 18, 29, 30, 31]. As aresult, the ro-
bustness of modern detection architectures, particularly re-
cent single-stage improvements and temporal/multi-frame
methods, has yet to be systematically evaluated. Further-
more, there is currently no large-scale, open-source bench-
mark that unifies these physically-grounded attack mod-
els and enables systematic evaluation across diverse detec-
tors. This lack of a standardized evaluation infrastructure
presents a critical barrier to developing and benchmarking
robust LiDAR perception systems.

3. Adversarial Temporal LiDAR Attack Suite
(ATLAS)

3.1. Threat Model

We consider a physically-realizable threat model for ad-
versarial LIDAR perception shown in Figure 2: the road-
side spoofer setting [23]. In this scenario, an attacker po-
sitioned on the roadside or a nearby vehicle emits synchro-
nized laser signals to inject structured returns into the ego
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Figure 2. Threat model. A roadside adversary injects spoofed
laser returns into the ego vehicle’s LiDAR stream to induce phan-
tom object detections.

LiDAR stream, creating false measurements. Prior work
shows such systems can inject hundreds to thousands of
points per frame [15, 16], sufficient to form coherent object-
like geometries [25]. This threat model is both realistic and
practical. It requires no access to model parameters, re-
lying only on knowledge of LiDAR scan patterns, which
is readily available for widely-used rolling-shutter sensors
[3, 4, 10, 26]. Because the attack operates through direct
physical interaction, it is difficult to detect or mitigate us-
ing standard cybersecurity defenses. Within this setting, we
focus on object insertion attacks [25], where spoofed points
induce the perception system to hallucinate non-existent ob-
jects. This is particularly dangerous as it directly alters
scene understanding and can trigger unsafe behaviors such
as unnecessary braking.

3.2. Benchmark Scope

We construct a large-scale spoofing benchmark that emu-
lates the capabilities of modern physical LiDAR spoofing
devices and systematically evaluates their impact on multi-
frame detection pipelines. Our benchmark is built on the
Waymo Open Dataset (WOD) [26], enabling evaluation un-
der realistic driving scenarios with diverse traffic patterns
and sensor conditions. To capture the design space of prac-
tical spoofing attacks, our benchmark varies three key fac-
tors: (1) point budget, (2) attack timing, and (3) adversary
position. Permutations of these factors result in six variants
of the WOD validation split. Altogether, ATLAS consists of
>230k LiDAR point clouds, comprising 195 diverse driv-
ing trajectories each around 20 seconds long.

Point budget.  We vary the number of injected points to
probe detector sensitivity to spoofing density, considering
three regimes: easy (100-200 points), medium (300-500
points), and hard (500-1000 points). The easy regime is
aligned with current state-of-the-art physical spoofing sys-
tems, which can reliably generate geometrically coherent
object-like patterns at this scale [25]. The medium and hard
regimes are extrapolated stress-test settings designed to re-
flect plausible near-term attack capabilities. These regimes

balance two competing factors: (i) maintaining geometric
coherence of spoofed objects, and (ii) leveraging recent ad-
vances in high-density point injection, which can produce
substantially larger point counts but are typically less struc-
tured [15, 16]. They also capture a realistic worst-case sce-
nario in which multiple adversaries (e.g., 2-5 attackers) op-
erate at the same time [28], effectively increasing the total
injected point budget.

Attack timing. We model the temporal evolution of
spoofing attacks by considering both their onset and accu-
mulation. At attack onset, the detector operates on clean
historical memory, allowing us to isolate the immediate im-
pact of injected points. As the attack persists, spoofed ob-
servations are incorporated into the model’s memory, en-
abling us to study how errors accumulate and propagate
over time within multi-frame pipelines.

Adversary position. We consider two physically
grounded attack modes that capture distinct adversary be-
haviors. In the relative-position fixed mode, the injected
object maintains a constant pose relative to the ego vehi-
cle, simulating an adversary that tracks or moves along-
side the target vehicle [6]. In contrast, the global-position
Jixed mode places the spoofed object at a fixed location in
the world frame, corresponding to a static roadside attacker
that injects a phantom parked vehicle as the ego vehicle ap-
proaches it [21, 23, 25, 27].
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Figure 3. Dataset Construction. First, a centroid location is sam-
pled in a range roughly 15 to 20m away from the ego vehicle. A
vehicle trace collected from the Waymo Open dataset is randomly
selected to be injected in that location. (a) Depending on the adver-
sary position, the spoofed object either has its global position fixed
(static adversary) or its position relative to the ego vehicle fixed
(dynamic adversary). (b) The points are computed via spherical
raytracing. (c¢) Lastly, the spoofing episodes are interspersed with
clean episodes to measure the behavior of the perception models
from attack onset to full memory corruption.



3.3. Benchmark Construction

Trace library. Rather than naively inserting synthetic
points, we simulate attacks at the sensor level to better ap-
proximate physical signal injection [25]. We construct a
library of real vehicle point cloud traces by extracting anno-
tated vehicles from Waymo Open [26] and aggregating their
LiDAR returns in a canonical vehicle coordinate frame.
Each trace therefore consists of real sensor measurements
from a physical object, preserving key properties such as
range-dependent sparsity, occlusion patterns, and intensity
distributions. By replaying these traces into new scenes, we
can synthesize physically plausible phantom vehicles that
closely resemble genuine LiDAR observations.

To generate an attack instance, we randomly sample a

vehicle trace from this library and a target placement rel-
ative to the ego vehicle. Specifically, we sample a lon-
gitudinal offset z ~ U(15m,20m) and a lateral offset
y ~ U(—3m,3m) relative to the ego vehicle. The sam-
pled trace is first centered on its annotated bounding box,
then perturbed with a small random yaw ¢ ~ U(—0.2,0.2)
to introduce geometric variation. We then translate the trace
to the sampled location, ground-align it, and assign range-
consistent intensity and elongation statistics.
Modeling adversary position (Fig. 3a). In the relative-
position fixed setting, the ghost vehicle is initialized at a
sampled ego-relative offset (z, yo) (see Trace Library) and
maintains this offset throughout the spoof window. As a
result, the injected object remains at a constant bearing and
distance relative to the ego vehicle, mimicking an adversary
that tracks or moves alongside it.

In the global-position fixed setting, the spoofed object
is anchored in the world frame and does not move as the
ego vehicle approaches it. We define an anchor frame as
the final frame of each 32-frame spoof block. The object is
first placed at the sampled ego-relative offset in this anchor
frame and then transformed into global coordinates:

pworld = Rancpg%l?; + tanca (])

where R, and t,,. denote the ego-to-world rotation and
translation. For each frame k within the spoof window,
these world-frame points are projected back into the ego
coordinate system:

ego

pk _ T]:lpworld. (2)

where T), € SE(3) is the ego-to-global transformation at
frame k. As the ego vehicle moves, the ghost object there-
fore follows a natural approach-and-recede trajectory in the
ego frame while remaining stationary in the world.
Sensor-level spoof simulation via raycasting (Fig. 3b).
To enforce physical realism, we explicitly model occlu-
sion through spherical raycasting. Both scene and spoofed
points are projected into discretized spherical coordinates

indexed by azimuth and beam. Within each bin, we resolve
visibility via range ordering: spoof points behind all scene
returns are discarded; spoof points in front occlude scene
returns; and spoof points between existing returns remove
only those farther along the ray. To approximate dual-return
LiDAR behavior [20], we retain a secondary return with a
small probability.

The resulting visible spoof and scene points are merged
to form the final point cloud for each frame. Consequently,
each frame contains either a clean observation or a physi-
cally consistent spoofed scene. When a spoofed object is
present, its ground-truth bounding box is transformed into
the current ego frame and recorded as the spoofed bound-
ing box g € R® (comprising [z,vy, 2,1, w, h, 6, c] where
is heading and c is the bounding box class). The spoofed
bounding boxes are recorded for the downstream computa-
tion of attack success rate, defined in Sec. 4.2. All injected
points are processed identically to real measurements, en-
tering the pipeline prior to voxelization and undergoing the
same downstream preprocessing.

Alternating spoof window (Fig. 3c). Temporal attack
scheduling. To model sustained yet realistic attack behav-
ior, we schedule spoofing in alternating temporal windows
within each driving segment of the WOD validation split.
Specifically, we partition each sequence into contiguous 32-
frame blocks and alternate between clean and spoofed inter-
vals. Let s; € {0, 1} denote whether frame 7 is spoofed. We
initialize with a clean frame (sg = 0), and for ¢ > 1 define:

si = 1[[i/32] mod 2 = 1]. 3)

This produces a repeating pattern in which a phantom vehi-
cle appears, persists for 32 frames (approximately 3.2 sec-
onds), disappears, and then reappears after an equally long
clean interval. We choose a 32-frame horizon for two com-
plementary reasons. First, it aligns with the practical ca-
pabilities of existing LiDAR spoofing systems [27], which
can sustain coherent signal injection over multi-second du-
rations. Second, it matches the upper range of temporal con-
text used by modern multi-frame detectors, whose memory
lengths typically span 4-32 frames. By operating at this
shared timescale, our protocol directly probes how adver-
sarial signals interact with — and accumulate within — the
full memory capacity of these models. This design enables
us to study both the immediate impact of spoofing and its
temporal propagation through multi-frame reasoning.

4. Evaluation Setup

We discuss our evaluated baselines in Sec. 4.1 and evalua-
tion protocol for each baseline in Sec. 4.2.

4.1. Baselines

CenterPoint. CenterPoint [31] encodes a LiDAR point
cloud into a bird’s-eye-view (BEV) feature map using a



3D backbone, then applies convolution-based heads to pro-
duce a class-specific heatmap whose local peaks identify
object centers. From each center, the network regresses 3D
size, orientation, and velocity, unifying detection and track-
ing in a single anchor-free framework. A second-stage re-
finement extracts bilinear-interpolated face-center features
from predicted bounding boxes to produce IoU-aware con-
fidence scores and refined box estimates. CenterPoint 4-
frame (hereafter referred to as CP4F) extends CenterPoint
by concatenating four consecutive LiDAR sweeps into a
single point cloud before encoding. This multi-frame ag-
gregation produces denser voxel evidence, yielding richer
representations particularly for stationary objects that accu-
mulate points across frames.

MSE. MSF [12] is a two-stage temporal detector that
uses CenterPoint 4-frame as its RPN. Current-frame pro-
posals are propagated backward using estimated velocities,
and 128 raw LiDAR points from each historical frame are
pooled within expanding cylindrical regions centered on the
propagated proposal locations. The sampled points are en-
coded via geometric and motion embeddings, then refined
through three learning blocks containing multi-head self-
attention and a Bidirectional Feature Aggregation (BiFA)
module. BiFA enables cross-frame information exchange in
both temporal directions, allowing persistent patterns across
frames to be mutually reinforced. A query-based trans-
former decoder produces the final proposal representation
for box regression and confidence prediction. In this work,
we evaluate the performance of MSF with a four-frame
point cloud history.

PTT. PTT [13]is atwo-stage temporal detector that uses
CPA4F as its region proposal network. It requires only the
current frame’s point cloud alongside a 32 frame history
of proposals, avoiding storage of historical point clouds.
Point-to-Proposal features encode geometric relationships
between current-frame points and historical proposal box
corners, while Proposal-to-Proposal features capture inter-
frame displacements. These are combined into per-frame
point-trajectory features. These features are split into long-
term and short-term memories, where short-term features
query the long-term memory via cross-attention to extract
relevant historical trends. A future-aware module further
encodes anticipated trajectory features from estimated ve-
locities. Finally, a point-trajectory aggregator fuses all
memory outputs with current-frame point features to pro-
duce final detections.

4.2. Evaluation Protocol

Proposal generation with CenterPoint. To ensure that
spoofed observations propagate through the detection
pipeline realistically, we recompute region proposals using
CP4F [31].

First, spoofed points are ray-casted into the four-frame

history of a current frame based on the spoof schedule de-
scribed by Eq. (3). Then, for each frame ¢, a four-frame
point cloud is constructed by transforming the single-frame
point clouds from frames ¢ — 3, ..., ¢ into the ego coordinate
frame at time ¢. This can be represented by Eq. (4),

3
PO = (J{[T7' T B, pas, 0.17] P € Py}, (&)

Jj=0

where T), € SE(3) is the ego-to-global transformation at
frame k, P = [Py, Dy, Dzs 1]T is the homogeneous point
coordinate, ps.5 are the intensity and elongation channels,
and 0.17 is a lag timestamp encoding the frame’s temporal
offset in seconds. When all four frames in the history are
clean, the original unmodified dataloader points are used;
for frames containing spoofed objects in the history, the
modified aggregated cloud is constructed. A CenterPoint
forward pass is performed, and the resulting proposals, la-
bels, and confidence scores are stored per-frame for use as
RPN input to the temporal detectors.

MSF Evaluation. For each frame ¢, the four-frame point
cloud is reconstructed from the spoofed dataset following
Eq. (4). The stored CenterPoint proposals undergo a veloc-
ity rescaling identical to the one used by the official MSF
pipeline, as shown in Eq. (5):

(03, 0y) = (—0.1- vy, —0.1-vy). (5)

This converts the CenterPoint proposal velocities into back-
ward motion used by MSF’s motion-guided point sampler
to propagate proposals to their estimated past locations. The
transformed bounding box proposals, scores, labels, and
four-frame point cloud are used for an MSF forward pass.
PTT evaluation. For each frame ¢, the stored propos-
als from the preceding 32 frames are collected, velocity-
rescaled via Eq. (5), and transformed into the ego coordi-
nate frame of frame ¢:

Bk:fbox(T;lTka Bk)7 k:t—?)l,...,t, (6)

where fyox denotes the rigid-body transformation of box
center, heading, and velocity. A PTT forward pass is then
performed, using the current frame’s point cloud and trans-
formed proposal history, label history, and confidence score
history as inputs.
Evaluation Metric. We report attack success rate (ASR) to
quantify the effectiveness of spoofing attacks on each base-
line model. Let g denote the ground-truth bounding box of
the spoofed (phantom) object. A predicted bounding box
is considered a successful false positive if it overlaps with
g with intersection-over-union (IoU) greater than or equal
to a threshold b. Following common practice for vehicle
detection, we use b = 0.7 [26].

A spoofing attack is deemed successful if it induces at
least one such false positive detection corresponding to the



Mode CenterPoint  CenterPoint 4F MSF PTT
memory length (# frames) 1 4 4 32

rel. fixed easy 0.11 0.12 0.13  0.14
rel. fixed medium 0.12 0.22 029 0.26
rel. fixed hard 0.10 0.29 035 0.35
global easy 0.16 0.18 0.19  0.21
global medium 0.30 0.36 041 044
global hard 0.32 0.45 046  0.50

Table 1. Vehicle attack success rate (ASR) across detectors and
attack modes.
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Figure 4. Spoof detection score distributions across detectors and
attack modes.

spoofed target. The ASR is then defined as the fraction of
spoofed targets for which a successful false positive is pro-
duced:

# successful spoofed targets

ASR =
# total spoofed targets

(7

In addition to ASR, we analyze the confidence scores of
the induced phantom detections to better understand model
calibration under attack.

5. Results

We structure our results section to highlight four critical

findings from our evaluations on ATLAS. For additional

analysis and detailed discussion of these results, please see

Sec. 6.

1. Temporal aggregation amplifies adversarial errors rather
than correcting them (Finding 1).

2. Temporal detectors exhibit systematic overconfidence on
adversarial inputs (Finding 2).

3. Temporal vulnerability saturates rather than growing
monotonically with perturbation duration (Finding 3).

4. Temporally coherent adversarial signals are most effec-
tive (Finding 4).

Finding 1: Temporal aggregation amplifies adversarial
errors rather than correcting them. Table | shows that
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Figure 5. CP4F ASR (top) and confidence score distributions vs.

number of spoofed historical frames in the 4-frame input window
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Figure 6. MSF ASR (top) and confidence score distributions vs.
number of spoofed historical frames in the 4-frame input window
(bottom).

robustness degrades as temporal context increases: while
longer memory improves clean performance, it consistently
increases vulnerability under spoofing. CenterPoint (single-
frame) [31] is the most robust, followed by CP4F and MSF



0.6

ASR

0.3

—e— Rel Easy

Rel Med
—e— Rel Hard
—e— Glo Easy
—o— Glo Med

0.2 - ./,‘\\'//'——0——o-.——4~_,,;0-,——0——‘» ~o-

0.1

—e— Glo Hard

T
0 4 8 12 16

20 24 28 32

k (history contamination)

score

4 8121620242832
Glo Eas;

1.0

i

0.5

score

0.0
4 8121620242832
k k

Rel Med

4 8121620242832
Glo Med

4 8121620242832

Rel Hard

0.30

0.20

4 8121620242832
Glo Hard

density

0.05

4 8121620242832
k

Figure 7. PTT history contamination analysis. Top: ASR vs. number of spoofed frames k in the 32-frame proposal trajectory. Mid-
dle/Bottom: Per-k score distributions of successful phantom detections under relative-fixed (middle) and global-fixed (bottom) placement.

[12] (4 frames), and PTT [13] (32 frames). Under the
global-hard setting (see Sec. 3.2), ASR increases from 0.32
(CenterPoint) to 0.45 (CP4F), 0.46 (MSF), and 0.50 (PTT).

This inversion suggests that temporal refinement does
not act as a corrective signal under distribution shift. In-
stead, memory mechanisms reinforce adversarial structure:
once a spoofed object is introduced, multi-frame models ac-
cumulate and stabilize it over time, producing coherent and
well-localized false positives.

Finding 2: Temporal detectors exhibit systematic over-
confidence on adversarial inputs. Figure 4 shows that
most detectors assign high confidence to spoofed objects,
often comparable to real detections. In the relative-fixed set-
ting, CP4F and CenterPoint exhibit pronounced peaks near
~0.8, while PTT assigns high confidence to roughly 50% of
spoofed predictions. Under global-fixed placement, CP4F,
CenterPoint, and PTT again show strong high-confidence
modes. MSF is the only exception, producing mostly low-
confidence predictions, though even it assigns up to ~20%
of detections to the 0.7-0.8 range in global settings. This
reveals a critical failure of uncertainty calibration: tempo-
ral pipelines implicitly treat both current observations and
stored history as trustworthy. As a result, spoofed proposals
are not only preserved but also reinforced with high confi-

dence, leaving downstream modules with no signal to reject
them. Second-stage refinement [12, 13] reshapes score dis-
tributions but does not reliably correct this miscalibration.
We discuss possible explanations in Sec. 6.

Finding 3: Temporal vulnerability saturates rather
than growing monotonically with perturbation dura-
tion. Figures 5, 6, and 7 show that ASR varies non-
monotonically with the number of perturbed historical
frames k. While temporal detectors with longer memory
are more vulnerable overall (Finding 1), increasing the du-
ration of perturbation within a fixed model does not con-
sistently strengthen attacks. CP4F and MSF exhibit only
marginal gains (at most ~10% under global-hard), while
PTT increases up to £ = 16 before declining as k grows
further. The score heatmaps reveal a consistent pattern: in-
termediate values of k& capture most high-confidence false
positives, while larger k yields diminishing or reduced con-
fidence (e.g., the high-confidence band in PTT at k£ ~ 5-25
dissipates at larger k). This indicates that temporal detectors
do not accumulate evidence indefinitely. Instead, spoofed
signals are reinforced only up to a point, after which re-
peated observations provide little new information and can
dilute the representation used for refinement.

Taken together, these results clarify that the vulnerability



introduced by temporal memory (Finding 1) is fundamen-
tally bounded: longer memory increases a model’s ability
to reinforce adversarial signals, but within a fixed model
this reinforcement saturates, so additional corrupted history
does not yield unbounded gains in attack success.

Finding 4: Temporally coherent adversarial signals
are most effective. Globally fixed spoofing consistently
yields higher ASR than relative-fixed placement across all
detectors and budgets (Table 1). Under the hard setting,
global placement achieves ASRs of 0.32, 0.45, 0.46, and
0.50 for CenterPoint, CP4F, MSF, and PTT, compared to
0.10, 0.29, 0.35, and 0.35 under relative placement, with
the largest gap observed for CP4F (+0.16). This highlights a
key vulnerability of temporal detectors: they are optimized
to exploit cross-frame consistency. Globally fixed spoofs
mimic this consistency and are therefore reinforced over
time, whereas relative placement introduces motion incon-
sistency that partially breaks temporal alignment. Upping
the point budget further boosts ASR across nearly all set-
tings, but does not systematically increase confidence (Fig.
4). This decoupling suggests that attack success is driven
by temporal coherence rather than raw signal strength.

6. Discussion

We discuss the key findings from Sec. 5, trace them to base-
line architectural details, and discuss potential avenues for
future work motivated by these observations.

ASR as a function of memory length and perturbation
duration. As observed in (Finding 1) and (Finding 3), we
uncover a consistent duality in how temporal context im-
pacts robustness. Across models, longer memory increases
susceptibility to spoofing, as it enables adversarial signals
to persist and be reinforced over time. However, within a
fixed model, this effect is not unbounded: attack success
saturates with perturbation duration, and ASR does not in-
crease monotonically as more of the memory is corrupted.
This suggests that temporal aggregation benefits spoofing
only insofar as it introduces new supporting evidence. Once
a spoofed object has been sufficiently integrated into mem-
ory, additional repeated observations provide diminishing
returns and can even weaken the attack. While tempo-
ral coherence remains important — explaining why globally
fixed spoofs are more effective than relative ones — even
perfectly coherent and physically plausible signals (e.g., a
static parked car) exhibit this saturation effect. One possible
explanation is that temporal detectors are implicitly biased
toward informative or evolving signals. In practice, train-
ing data is dominated by dynamic scenes, which may lead
models to down-weight objects that remain unchanged over
long horizons. Consistent with this, we observe that static
spoofs peak in effectiveness around k¥ ~ 16, after which
ASR declines, suggesting that overly persistent signals fall

outside the model’s effective operating regime.

Higher ASR on multi-frame detectors vs CenterPoint.
As mentioned in Sec. 4.1, CenterPoint 4-frame [31] feeds
an aggregated 4-frame point cloud into the standard Cen-
terPoint pipeline. When assumptions of clean frames be-
come violated, this means that spoofed points can receive
up to 4x densification, which becomes especially strong for
the global-fixed case. This produces stronger voxel features
and more pronounced heatmap peaks than any single frame
alone, directly increasing ASR. Since CP4F serves as the
first stage of MSF and PTT, this amplified phantom pro-
posal propagates downstream.

Lower confidence scores from MSF. MSF [12] propagates
CP4F’s phantom proposals backward in time and samples
128 raw LiDAR points per proposal per frame within ex-
panding cylindrical regions. The BiFA module reinforces
the resulting features bidirectionally, increasing the likeli-
hood that the phantom objects survive to final detection.
However, the expanding cylinders also capture ground and
background points alongside phantom returns, potentially
diluting the signal. This may explain why MSF’s confi-
dence scores remain low-to-moderate (0.2-0.4) despite its
higher ASR: its region-based network, trained on the co-
herent point patterns of real objects, may map these mixed
quality features to lower confidence even when temporal
consistency is high.

Designing future methods. Our findings highlight a criti-
cal weakness in existing temporal object detectors. These
models are designed to exploit temporal consistency but
lack the ability to verify it. As a result, memory acts as an
amplifier of errors rather than a safeguard, allowing adver-
sarial signals to persist over time. Notably, none of the eval-
uated detectors incorporate mechanisms to assess the trust-
worthiness of their temporal inputs, treating all historical
evidence as equally reliable. These findings motivate sev-
eral directions for future work. Uncertainty-aware temporal
fusion could explicitly down-weight low-confidence or out-
of-distribution history, preventing unreliable signals from
dominating the refinement process. Alternatively, anomaly
detection modules could identify and suppress temporally
inconsistent proposals before they propagate through mem-
ory. Overall, our results suggest a need to rethink temporal
modeling not as unconditional aggregation, but as selective
and reliability-aware reasoning over time.

7. Conclusion

We introduce ATLAS, a physically grounded LiDAR spoof-
ing benchmark, and evaluate temporal 3D object detectors
under adversarial perturbations. Our findings suggest that
current temporal detectors assume reliable history and fail
when this assumption is violated, highlighting the need for
next-generation approaches that incorporate uncertainty-
aware temporal reasoning.
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